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Summary

Research participants are typically assured that their personal data will be protected. We found that current functional genomics research data sharing practices
may create privacy time bombs. We have demonstrated that some types of data, such as gene expression levels or DNase hypersensitive sites, can be
accurately linked to a unique genome or genotype in consumer genealogy databases. Public research data typically had few privacy concerns at the time they
were created and initially distributed. However, biological discoveries, new databases, and new techniques make it increasingly likely that shared research
datasets could potentially compromise personal information. This poses unique challenges to the effective sharing of high-throughput molecular data.

Consumer genetics and quasi-identifiers enable widespread re-identification from genomes

How do quasi-identifiers help re-identify a person from a population? Increasing consumer genetics data pose challenges to privacy

(An example: identifying the Golden State killer)
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Consider Bob, who participated in a depression research study in 2010, where the
researchers generated RNA-seq data from his blood sample. The researchers carefully
considered his privacy and only released the gene expression levels, along with his depression
status, sex, age, height, weight, education level, marital status, and income. In 2019, Bob
purchased a genetic test from 23andMe. Later he uploaded his data to GEDmatch database to
find potential relatives. Hidden privacy risks in functional genomics data manifest over time,

due to new data, new discovery and new techniques
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Given a splicing profile and public sQTLs, we can identify a genome
from a set of >100,000 genomes.

An attacker intends to identify individuals with depression. He obtains expression data from

the publicly available depression study. He infers genotypes from the expression data, and 2006 2008 2010 2012 2014 2016 2018 2020 >
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/ High-throughput functional genomics data previously considered unlikely to

Harmanci A, et al. 2016. Nature Methods 13:251-256 compromise privacy may pose risks today or in the future.
Genotypes can be predicted from gene expression values via eQTLs. For example, gene expression data were long considered safe to share without restriction.

Concerns were raised the ability to link expression data to genomes via eQTLs were initially
reported. But the risk at that time had been considered low, both because the linking ability
was estimated to be limited, and because only a small number of genomes were readily
available to match against. Our results here show the linking ability is now potentially high and

For example, an eQTL can be a common SNP located in an enhancer region upstream a
gene that impacts expression. Given the eQTL, one can predict likely expression levels.
Harmanci and colleagues showed how this process can be inverted to compromise privacy. In
this example, a high expression value would lead to the prediction that the eQTL genotype is

likely to be T/T the risks can be activated by consumer genealogy databases. Therefore, sharing gene
' expression level data today has potentially significant privacy issues.
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